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S1 1176547 VEHi CLE? ? OR Al RCRAFT? ? OR Al RPLANE? ? OR Al RLI NER? ? OR 
PLANE OR PLANES OR JET? ? OR HELI CXPTER? ? OR IVCBI LE( ) PLATFOR- 
iVi? ? OR GAR OR GARS OR ALTTO OR ALrTCIVCBI LE? ? OR TRUCK? ? OR B- 
US OR BUSES OR TRAI N? ? OR SHI P? ? OR BQ^T? ? OR SUBIVAR NE? ? 

OR READI NG OR RECEI VI NG OR PLAYI NG) ( ) ( UNI T OR DEVI CE OR COVPO 
NENT OR HAR[3W\RE OR IVECHANI SM OR MDDULE OR ELEIVENT) 

53 551394 IVED A( ) ( ELEIVENT? ? OR UNIT? ?) OR GARTR DGE? ? OR CASSETTE? 

? OR Dl SO? ? OR □ SK? ? OR □ SKETTE? ? OR CD OR CDS OR CDRCM 
OR DVD OR DVDR OR DVDRW OR DVDROM OR DVDRAM OR M Nl □ SK? ? OR 
M Nl Dl SO? ? OR CDR OR CDRW OR FLOPPY OR FLOPPI ES 

54 1 80749 ( OPTI C? OR PORTABLE OR TRANSPORTABLE OR REIVCVABLE) ( 1V^ ( IVED- 

I A OR WEa UM OR STORAGE) OR ( PORTABLE OR TRANSPORTABLE OR REM- 
O/ABLE OR FLASH OR USB OR THUVB) ( IV^ DRI VE? ? OR THUIVBDR VE? ? 
OR CARD? ? 

55 15100 ( UNI T OR DEVI CE OR PROCESSOR OR COVPONENT OR LOQ C OR IVDDU- 

LE OR FUNCTI ONAL( ) BLOCK OR ELEIVENT OR CHI P OR IVI CROCHI P OR Q - 
RCUl T OR I q ( 15N) ( DECRYPT??? OR DECI PHER???? OR UNENCRYPT??? - 
OR DESCRAIVBL??? OR UNSCRAIVBL?) 

56 532378 (SEND??? OR SENT OR TRANSFER???? CR TRANSIVI T???? OR TRANSM- 

ISSION? ? OR DELI VER??? OR PRO/I D??? OR FORWARD??? OR COMVUNI - 
CAT? OR RECEI V??? OR RECEPTI CN) ( 5N) ( SI GNAL? ? OR STREAM? ? OR 
Bl TSTREAM? ? OR DATASTREAM? ? OR BYTESTREAM? ?) 

57 653590 (SEND??? OR SENT OR TRANSFER???? CR TRANSM T???? OR TRANSM 

I SSI ON? ? OR DELI VER??? OR PRO/I D??? OR FORWARD??? OR COMVUNI - 
CAT? OR RECEI V??? OR RECEPTI CN) ( 5N) ( PACKET? ? OR FRAIVE? ? OR - 
DATA OR I NFORM^TI ON OR CCNTTENT? ? OR FI LE? ? OR IVEDI A OR AUDQ 

58 342732 (SEND??? OR SENT OR TRANSFER???? CR TRANSM T???? OR TRANSM 

I SSI ON? ? OR DELI VER??? OR PRO/I D??? OR FORWARD??? OR COMVUNI - 
CAT? OR RECEI V??? OR RECEPTI CN) ( 5N) ( VI DEO? ? OR M:>/I E? ? OR P- 
ROGRAM? ? OR APPLI CAT I ON? ? OR SOFTWARE OR MJSI C OR SONG? ?) 
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DATA a srn buti cn system 

DATENVEFTTEI LUNGBSYSTEM 

SYSTEI\/E DE Dl STRI BUTI CN DE DCTfEES 
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H04M003/493; H04M011/08; G10L-019/00; G06F-013/00; H04L-012/22; 

H04L-012/ 58 
ABSTRACT WORD CCUNT: 101 
NC5TE: 

Figure nunber on first page: 5 

L/\NGLIAGE ( Publ I cat I on, Procedur al , /\ppl I cat I on) : English; English; Japanese 
FULLTEXT AVAI LABI LI TV: 
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. . . /ABSTRACT t o ext r act a sessi on key Ks f rom dat a appi I ed f rom a server t o 
a data bus BS3 over a cellular phone network. An encryption processing 
unit 1406 encrypts public encryption key... 



... 1 1 0 based on sessi on key \<s, and appi i es the sans t o t he ser ver vi a dat a 
bus BS3. A register 1500 receives and stores data such as decrypted 
I i cense I D and user . . . 

...and a n^mory 1412 receives and stores encrypted content data (Dc)Kc 
applied from dat a bus BS3 and encrypted wi t h a license key Kc. 

. . . SPEQ Fl CATI CN Kc f rom nsnnry 1412, and appI i es it t o dat a bus BS2 (st ep 
S226) . 

Audio decoding unit 1508 of cellular phone 100 decrypts encrypted 
content data ( Dc) Kc with extracted license key Kc to produce plaintext 
nojsi c dat a. . . 

...signals for applying t hem t o nixing unit 1510 (step S230) . 

Di gi t a! - 1 o- anal og converter 1512 receives and converts the data 

appI 1 ed f r om ni xl ng uni t 1510 to out put ext er nal I y t he r epr educed nusi c. 

Thereby, the processing ends... 

...processing for transferring or duplicating nusi c data, key data or the 
like bet\ween two nBmory cards . 

It is assunsd that cellular phone 102 is a sender, and cellular phone 
100 is a receiver . It 1 s al so assunsd that nsmory card 112 having a 
structure si ni I ar to that of memory card 110 is attached to cellular 
phone 102. 

Cellular phone 102 first outputs a transfer request... 
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^^thod and apparatus for gathering vehicle inforrration 
Verfahren und Vorrichtung zum Sanrrei n von Fahr zeugi nf or nat i on 
Procede et apoarei i de coi i ecte d' i nf orrrati on d' un vehi cui e 
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^^thod and apparatus for gathering vehicle infornnation 



. . . ABSTRACT A2 

A central vehicle - information managerrBnt center gat tiers individual 
pi eces of i nf or n^t i on on t he st at e of a vehi cl e on a r eal - 1 i manner 
by: acquiring and gat lier i ng pieces of information on t tie position of t tie 
vehii cl e from a reflection signal reflected by an artificial satellite as 
a result of reflection of a position signal transmtted by an antenna 
provided on the vehicle to the artificial satellite; and acquiring and 
gathering a signal reflected by the artificial satellite... 

...a result of reflection of a signal used for representing information on 
control of the vehicle or information on conditions of vehicle parts 
and t r ansni 1 1 ed f r om t he ant enna t o t he ar 1 1 f i cl al sat el I 1 1 e or 
transnitted by the vehicle through a wi r el ess- conmini cat 1 on apparatus 
such as a DSRC ( Dedi cat ed Short Range Gonnuni cat i on) device or a cellular 
phone. As a result, with such a central vehicle -information management 
center, it is possible to provide a n^t hod and an apparatus, which can be 
used for gathering information on a vehicle and capable of continuously 
collecting detailed information on the present state of a vehicle with 
a high degree of reliability and in a real-time manner. 

. . . SPEQ Fl GATI CN 35 pr oduces i nf or mat 1 on to be t r ansni 1 1 ed, out put 1 1 ng t he 
information to the tr ansni ssi on and reception control circuit 33, which 
carries out necessary processing such as a decryption process on the 
inforrmtion to be transrritted . The inforrmtion to be transrritted 
is then modulated 1 n t he modulation and demodulation circuit 32 before 
being supplied t o t he antenna 3 for transnission by way of the 
transnission and reception circuit 31. 

The card reader and writer 7 reads out information from the user 
dedicated card 8, and supplies the information to the CPU 35 by way of 
a r ead and. . . 

...the read and write control circuit 36, which writes the data into the 
user dedicated card 8 by way of the card reader and writer 7. 
The user operates an input /out put unit 38 to give a conrmnd. . . 
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(XMAJM CAT! CN l^/ETHCD, (XMAJM GATI CN SYSTEM AMD ELECTRCM C DEVI CE 
KCI\MJM KATI CNSVERFAhflEN UMD SYSTEM UMD ELEKTFCM SOC NA^RFd CHTUNG 
PROCEDE DE OCM\/UN GATI CN, SYSTEI\/E DE OCM\/LJN GATI CN ET Dl SPGSI Tl F 
ELECTRCNGUE 
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. . . ABSTRACT A1 

Wien cormuni cat i on is perforrtBd between devices connected through a 
bus line in which plural types of conmini cat i on speeds exist, after a 
predeternined packet is received by a specific device on the bus line, 
a conminl cat 1 on speed of a response packet transnitted to a transmssion 
source of t he. . . 

...can be effectively utilized by taking advantage of capabilities of the 

devices connected to the bus line. 
. . . SPEQ Fl CATI CN t he tuner 101. The received signal obtained by the tuner 

101 is supplied to a descrarrbl e circuit 102. 
The descrarrbl e circuit 102 extracts only mil 1 1 pi exed data on a 

contracted channel (or a channel which is not coded) of received data 

on the basis of code key information of a contracted channel stored in an 

IC card (not sho\Mi) inserted into the body of the receiver 100 to 

supply the rrul t i pi exed data to a denul 1 1 pi exer 103. 

The denul 1 1 pi exer 103 rearranges supplied mil ti pi exed data by channel, 

ext r act s onl y. . . 
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Data transrritti ng and/ or receiving apparatus, methods and syst errs f or 

pr event i nt i i Tegai use of dat a 
Dat enubert ragungs- und/oder Errpf angsvor r i cht ung, Verf ahren und Syst erre zum 

Schutz vor der i 1 1 egai en Benutzung von Dat en 
□ spositif de transnission et/ou de reception de donnees, precedes et 

syst erres pour enpecher une ut i i i sat i on i i I egai e des donnees 
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. . . ABSTRACT A2 

Data to be transnitted vl a a serial bus (5) in conform ty with the 
I EEE 1 394 pr ot ocol ar e ci pher ed by a ci pher 1 ng/ deci pher i ng ci r cui t . . . 

. . . SPEQ Fl CATI CN 1 nput dat a f r om t he r ecor di ng/ r epr oduci ng circuit 42 under 
control of the ci pher/ deci pher control circuit 25, and then outputs the 
ciphered data to the header sync det ect 1 ng/ gener at 1 ng circuit 23... 

...cassette 43 and, after demodulating the reproduced data, outputs the 
san^ to the ci pher 1 ng/ deci pher 1 ng circuit 24. 

Fig. 3 shows the 1 1 ni ng of data transnitted to the 1394 bus 5. 
Suppose now t hat , for exanpl e, the digital video cassette recorder 1 
reproduces the data from the video cassette 43 and transnits the 
reproduced data to the television receiver 2. It i s al so supposed here 
that the DVD player 4 transnits the data, which have been reproduced 
from a loaded iJvD ( di sl^ ) , to the personal conputer 3 via the 1394 bus 
5. I n t hi s exanpl e, it is... 

... A 1 s r epr oduced f r om t he vl deo casset t e 43 and 1 s out put t ed f r om t he 
digital video cassette recorder 1, whi I e a si gnal stream Bis 
reproduced from the DVD and is out put ted from the DVD pi ayer 4. 

Suppose now t hat the cycle master of the 1394 bus 5 is the digital 
video cassette recorder 1 for exanpl e. In this case, the CPU 41 
controls the t r ansni ssi on/ r ecept 1 on switching... 

. . . SPEQ Fl CATI CN 1 nput dat a f r om t he r ecor di ng/ r epr oduci ng ci rcui t 42 under 
control of the ci pher/ deci pher control circuit 25, and then outputs the 
ciphered data to the header sync det ect i ng/ gener at i ng circuit 23... 

...cassette 43 and, after demodulating the reproduced data, outputs the 
sanB to the ci pher 1 ng/ deci pher 1 ng circuit 24. 

Fig. 3 shows the 1 1 ni ng of data transnitted to the 1394 bus 5. 
Suppose now t hat , for exanpl e, the digital video cassette recorder 1 
reproduces the data from the video cassette 43 and transnits the 
reproduced data to the television receiver 2. It 1 s al so supposed here 
that the DVD pi ayer 4 transnits the data, which have been reproduced 
from a loaded DVD ( di sl< ) , to the personal conputer 3 via the 1394 bus 
5. I n t hi s exanpl e, it is... 

... A 1 s r epr oduced f r om t he vl deo casset t e 43 and 1 s out put t ed f r om t he 
digital video cassette recorder 1, whi I e a si gnal stream Bis 
reproduced from the DVD and is out put ted from the DVD pi ayer 4. 

Suppose now t hat the cycle master of the 1394 bus 5 is the digital 
video cassette recorder 1 for exanpl e. In this case, the CPU 41 
controls the t r ansni ssi on/ r ecept 1 on switching... 
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...receive and record encrypted pr eni urn cont ent from the head- end (18), 
avoiding the need to ship DVDs/ CDs and the attendant costs. 

a ai m 

said selected pr eni urn cont ent t o t he subscriber's set -top; said 
set -top including a decrypt er for decrypting the selected pr eni urn 
content; sal d set - 1 op 1 ncl udi ng a \m- 1 t eabl e CD unit for burning the 
decrypted selected pr eni urn content received from the head- end into a 
bl ank CD pi aced 1 nt o the eabi e CD uni t . 

15 A nst hod f or obt ai ni ng DVDs/ CDs 1 n a cabi e syst em 1 n \«hi ch a 
subscriber is provided wi t h a set -top and a DVD / CD pi ayer coupled 
to the set -top \Mii ch connunlcates wi t h a head- end having a controller and 
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French Abst ract 

. . . un r eseau pubi i c t ei qu' i nt er net . Le di sposi t i f sei on i a pr esent e 
invention recoit de nxil 1 1 pi es trains de donnees, i es traite 
conformen^nt a leurs protocol es de for mat age respectifs (qu'ii s' agi sse 
d' un train anal ogi que (202A), d' un train a transport iVPEQ ou d' un 
train TCP/IP (202C), par exerrpl e) , dont des protocol es a acces 
condi t i onnel , et des trains de donnees traitees, dans un train de 
t r anspor t nui t i pi exe j usqu' au di sposi t i f de pr esent at i on de i ' ut i i i sat eur 
via un <= gros >= tube t ei qu' un bus Fi r eW r e" sup" TiVI bus . Une ni nee 
interface client decode I es donnees transnises au di sposi tif de 
presentation cor r espondant . 
Pubi 1 cat 1 on Year : 2002 

Det ai I ed Descr 1 pt 1 on 

on expiry of a users subscription. Conmini cat 1 on between controlled 
access interface 210 and the smart card , or si ni I ar device , may be 
nsdiated by controlled access 1/0 reader 212. The descranbled PES is 
returned the mil 1 1 pi exer unit 206. Switching logic (not shown in 
Fl GUFE 2) wi t hi n t he dentil 1 1 pi exer uni t 206 t r ansf er t he PES t o 
mil 1 1 pi exer 214. Additionally, demil 1 1 pi exer unit 206 may transfer clear 
PESs, as well as TCP/IP pacltet s received f r om cor r espondi ng interface 
cards 202Bto mil 1 1 pi exer 214. Ogitai data received 1 n t he 
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Engl i sh Abst r act 

...e.g., a PC) , and the agency t erni nal provides the user nunlser provided 
by the car reader to the set t i enent / aut hent i cat i on system on the 
networl^ so as to request a transaction... 
Publ i cat i on Year : 2002 

Det ai I ed Descr i pt i on 

the generated user nunter to the agency nunter. 

The user nunter i s used once. 

The card reader further conprises a display for displaying the user 
nunlDer generated by the processor; and a... 

...the pseudo nunter read by the 

I C card when the password output by the input unit is matched with the 
password stored in the n^mory. 

The pseudo nunter read by t he IC card is encrypted, and the 
processor decrypts the read pseudo nuniser and conisi nes the decrypted 



The agency t erni nal is a conminl cat 1 on device for providing the 
user nunber transmtted through the data port to a settlement and 
authentication syst em t hr ough a network so as to settle and provided by a 
card reader corrprises: a database for storing a 
plurality of user nunisers for each card nuniser usable by a buyer; and a 
3 

processor for receiving a user nunlser from.. 
G ai m 

... of t he 

password input through the input unit and the pseudo nunlser output from 
the reader ; and 

a data port for selectively transnitting the generated user nuniser 

to the agency nuniser user nuniser is used 

once. 

3 The card reader of claimi, further conpr 1 si ng a di spl ay f or 
displaying the user nuniser generated by the processor. 

4 The card reader of claimi, wherein the card reader further 
conprises a nsmory for storing a password for using t he I C card , and 
t he 

processor generates a user nunber on the basis of the password output by 
the input unit and the pseudo nunber read by the IC card when the 
password output by the input unit is matched with the password stored in 
the memory. 

5 The card reader of claimi, wherein the pseudo nunber read by 
20 

t he I C card is encrypted, and the processor decrypts the read pseudo 
nunber, and conbi nes the decrypted pseudo nunber with the subsequently 
input password to generate a user nunber. 

6 The card reader of claimi, wherein the agency t erni nal is a 
conminl cat 1 on device for providing the user card reader , 
conpr 1 si ng: 

a database for storing a plurality of user nunber s for each card 
nunber usable by a buyer; and 

a processor for receiving a user nunber from the... 
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... sal d scr anbl 1 ng key conpr 1 ses cal cul at 1 ng t he Y- 1 nt er cept of t he I 1 ne 
fornsd on said Euclidean plane by said first, and said at least one 
addi 1 1 onal share. 
Publ 1 cat 1 on Year : 2002 

Q ai m 

sal d at least two additional shares being stored in a smart card of 
the digital device ; and descranbl i ng the signal using said 
constructed scranbling key to provide a descrarrbi ed signal. 

19 A condi 1 1 onal access syst em conpr 1 si ng: 
a t r ansni 1 1 er ; and, 

a receiver including at least one smart card for receiving a 

scranbled si gnai and a first 

share transmtted by the t r ansni tter, 

\«herein said at least one smart card includes second and third shares... 
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A theft protection device is disclosed for a l<ey operated motorised 
vehicle having a vehicle operation managenent system The theft 
protection device conprises a key receiving unit connected to said 
vehicle operation managen^nt system; a first key provided for 
cooperating with said key receiving unit for enabling operation of said 
vehi cl e ; and a cont r ol uni t pr ovi ded f or r ecei vi ng a ser 1 es of condi 1 1 on 
paran^ters, corrparing each condition... 

...state value, said control unit corrprising an output for supplying said 
inhibit signal to said vehicle . The control unit is provided in said 
first key. The key receiving unit is provided for receiving said inhibit 
signal and transnitting said inhibit signal to said vehicle operation 
rTHnagement system The theft protection device further conprises an 
initialisation unit provided for generating... 

Publ 1 cat 1 on Year : 2000 

Det ai I ed Descr 1 pt 1 on 

f or suppi yi ng t he key I D t o t he ser 1 ai 1 nt er f ace. Thi s is r equi r ed t o 
per form the decryption . 

The initialisation unit 40 conprises a receiver 41 and a 
transnitter 42 provided for conmini cat 1 ng with the control... 

... the 

initialisation unit 40 and the control unit 20 can occur by n^ans of 
electromagnetic signals . The transrritter 41 and receiver 42 are 
connected to a encrypt i on/ decrypt 1 on unit 43, which is in turn connected 
to. . . 

... a bus 45 t o a RAM 
46, a RCM 47, a ni croprocessor 48, a chip card reader 49 and a user 
i nt erf ace 50. 

The second key 60, in particular a chip card , is dedicated to 
the first key. This signifies that the first key can only be... 
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...card part (2) conprises encryption n^ans (10) for encryption of data 
on the PC- card bus (11, 12) and the data output (4) is operatively 
connected to a connection means for... 

French Abst ract 

. . . ordi nat eur (2) conporte des moyens de chiffren^nt (10) pern^t t ant le 
chiffren^nt des donnees sur le bus (11, 12) de la carte de 
ni cr o- or di nat eur . En outre, la sortie de donnees (4... 
Publ 1 cat 1 on Year : 2000 

Det ai I ed Descr 1 pt 1 on 
encryp 

1 1 on n^ans. Then, the encrypted message is transnitted to 
the conputer of the authorized receiver via the input bus 
12, the data output 4, and the modem 8 placed 1 n t he card 
slot of the encryption device and its PCMDIA-bus 121. 

I n order t o decode or . . . 

...9 therefore has to operate both as a trans 

rritter and a receiver of encrypted infornnation . Therefore, 
the encryption device 1 according to the invention also 
corrprises decryption nsans 14 for decryption of received 
data from its external PC- card 8. During decryption, the 
data output 4 operates as input... 

...as output for decrypted data. 

After a corrpi et ed session, the user takes out his 
active card 6 from the card reader /\M-iter 5. All secret 
information is stored on the card , and the encryption de 
vice 2 aut orrat 1 cal I y deletes internal n^mory circuits in 
the encryption rrsans 10 and the decryption n^ans 14 after 
the card has been reriDved from the reader . This 1 npl 1 es 
that the key always has to be loaded after the active card 
has been rerroved from the card reader /writer 5 or that the 
corrput er has been turned off. Since the encryption device I... 
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French Abst ract 

L' I nvent i on concerne un apparel I qui recoit un train 

cont enant piusieurs paquets de donnees, chaque paquet 

formate conformemBnt a... 
Publ I cat I on Year : 2000 

Det al I ed Descr I pt I on 

a si ngl e dl sc t o suit the preferences of the viewer. 

Fig. I Illustrates a conventional DVD player that provides an output 
signal to a television receiver adapted to process analog video 
signals. C^nerally, disc player 24 conprises mDtor and pickup 
asserrbl y 26 which, under the control of servo processor 29, spins the 
disc and reads the Information stored thereon. Preanp 27 and DVD d at a 
processing unit 28 translate... 

... asserrbl y 26 into digital data that can be further processed by digital 
audio/ video decoder unit 30. DVD dat a processing unit 28 typically 
performs functions such as demodulation, error correction and 
descr arrbl i ng of the raw data read from the disc so t hat t he dat a 1 s 1 n a 
suitable format for decoder unit 30. 

1 

Decoder unit 30 receives the demodulated, error corrected and 
descr arrbl ed data , processes the data, and provides the appropriate 
video and audio signals to a suitable display unit. Decoder unit 30 
corrpr 1 ses dat a st r earn derrul 1 1 pi exer 32 whi ch denul 1 1 pi exes. . . 
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Det al I ed Descr I pt I on 

Engl I sh Abst r act 

...such as a digital video disc player and a digital television 
I nt er connect ed via a dl gl t al bus Is pr ovi ded. ThI s I nt er oper abl I 1 1 y Is 
based on the IEEE 1394 serial bus for the physical and link layers and 
rrakes use of AV/ C or CAL as. . . 

... bl t - mapped on-screen display ( CSD) format via an asynchronous channel of 
the Interconnecting serial bus. 

French Abst ract 

. . . I nt er oper abl I 1 1 e de dl sposi 1 1 f s numer I ques du t ype I ect eur de DVD et 
televlseur nun^rlque relies via un bus numer I que. Ladlte 
I nt eroper abl I I t e repose sur le bus serle IEEE 1384 pour I es couches 
physique et liaison, falsant appel au I angage de comnande. . . 

. . . au format d'afflchage sur ecran pixel par le bl al s d' une vole asynchrone 
du bus serle d' I nt erconnexl on. 

Publ I cat I on Year : 1999 

Det al I ed Descr I pt I on 

one of ordi nary ski I I I n t he art and wl I I 
not be discussed In detail here. Disc player 24 conprlses motor and 
pickup asserrbl y 26 \«hl ch, under the control of servo processor 29, 
spins the disc and reads the Information stored thereon. Preanp 27 
and DVD d at a processing unit 28 translate... 

. . . can be f urt her 

processed by digital audio/ video decoder unit 30. DVD d at a 
io processing unit 28 typically performs functions such as 
deriDdui at 1 on, 

error correction and descr anbl 1 ng of the raw data. ..an audio 
St ream and a subplot ure streani and provides the data streams to 
their respective data decoders. Video decoder 31 receives the 
vi deo 

stream and provides a video signal to ni xer 33. Subplot ure 
decoder 

34 receives the subplot ure stream and provides data to on... 
. . . appropr 1 at e 

audio signals to an audio system 

M crocont rol I er 40 controls the operation of digital video disc player 



24. M crocont rol I er 40 is coupled to user control device 37, which 
rray corrpr 1 se I R r errct e. . . 
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...manager unit and attendant control panel. The in-flight ent er t ai nn^nt 
syst em 1 s coupled to an aircraft 's existing systems through the system 
interface unit and the syst em manager unit. The conponent s. . . 
...used to carry the data. The second digital network is preferably an IEEE 
1394 serial bus network. The zone bridge units control all 
cormuni cat 1 ons between the networks, converting all conmini cat 1 ons into 



...to the video on demand syst em or as an alternative subsyst em 1 n zones of 
the aircraft in which there are passenger control sets with less than 
full capability. A first audio... 

French Abst ract 

...reseau nurrsrique servant a et abl 1 r une conmini cat 1 on entre des 
corrposants d' un systenne t et e de bus , I equel conprend un serveur de 
donnees, une unite de commnde media, un ou plusieurs serveurs... 

...interface de systems et I 'unite gestionnaire de systene. Les conposants 
du systerTB t et e de bus sont t ous couples a un comnut at eur de reseau de 
f aeon a acherri ner des donnees dans... 

...utilises pour transporter les donnees. Le second reseau numerique est de 
preference un reseau a bus en serie IEEE 1394. Les unites passer el les 
zonal es corrmandent toutes les conmini cat i ons entre les reseaux... 

Publ i cat i on Year : 1998 



Det ai I ed Descr i pt i on 

of input /out put devices 112, including a di spi ay, a l<eyboard, a 
printer and a credit card reader . For purposes of tliis docun^nt . tine 
term credit card reader wi I i be understood to include smart card 
reader where appropriate. The svst em manager unit 1 14 provides the 
interface t o t he attendant cont r ol . . . dr 1 ve. 

Content data for the video on demand svst em i s loaded through the system 
manager unit 114 and decrypted before being stored on the appropriate 
one of either the data server 102, the media controller 104 and the n^di a 
servers 106 and 108. 

Data is provided to and extracted from the syst em t hrough this 
conputer. Tile syst em manager unit 114 also... 
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...personal conputer or "host conputer" and a CD- RCM reader are arranged 
on an SCSI bus . A "decryption controller", in a separate enclosure 
outside of the host conputer, is also arranged on the SCSI bus . This 
controller is addressable by the host conputer as 1 f it were the CD- RCM 



French Abst ract 

. . . ordi nat eur personnel ou un ordinateur central et un lecteur CD- RCM 
sont 1 nst ai I es sur un bus d' 1 nt er f ace de petit syst en^ infer mat! que 
(SCSI). Un control eur de decrypt age prevu dans une enceinte separee 
situee a I'exterieur de I 'ordi nat eur central est egal ensnt installe sur 
un bus SCSI. Ce control eur est adressable par I 'ordi nat eur central 
corrme s' 1 I et ai t I e I ect eur . . . 
Publ i cat 1 on Year : 1995 

Det ai I ed Descr i pt i on 

in one or two enclosures 
- - e.g., t he PC 1 0 i n one end osur e and the CD - RCM r eader 1 2 
and cont r ol I er 1 4 i n anot her - - ar e connect ed i n a wel I 
known manner to a. . . 



...bus 16 via a bus interface and control ier 18. 

. The personal conput er 10 and the CD - I^CM reader 12 are 
conventional devices which are available comrEr ci al I y. The 

decryption controller is a sped al purpose device \Nhi ch 
operates to receive encrypted data from the CD - RCM reader , 

decrypt this data if authorized to do so, and transport the 
decrypted data to the host... 

...controller also keeps a running account 

of the identity of, and charge for each information packet 
which is decrypted for later t ransrri ssi on , e, g, by telephone 
line, to a central bi I I 1 ng f aci I i t y at a remDte site. A... 

...its own 

enclosure, separate and apart from the personal conput er 10 
and possibly also the CD - RCM reader 12. To safeguard the 
firrrware and codes which are used by the electronic 
ci rcui t ry, t he opened. 

Fig. 2 shows a preferred enisodi n^nt of the decryption 
controller. This device is connected t o t he SCSI bus 16 via 
receptacles 20 and a fifty pin header 22. The SCSI bus 
cont roller 18 oper at es in conj unct 1 on wi t h a CPU 24 t o 
receive requests for data from the host conput er 10 and 
1 ni 1 1 at e r equest s f or this dat a f r om t he CD - RCM r eader 1 2, 
The device is provided with its own separate power 
suppi y 26 so t hat it... 
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. . . SPEQ FI CATI CN of dat a is i I I ust r at ed usi ng thin ar r ows. The dat abus 60 
is connected via an encryption/ decryption rrDdui e 63 to a network 
1 nt er f ace 62 whi ch enabi es t he t r ansf er of si gnai s t o and f r om t he 
X25 network 50. 

n^nt 1 oned above, the magnetic strips on the... 

...code and the corresponding account nunters stored thereon. The 
point-of-sale device corrprises a card reader 64 which is operable to 
read the data on the card and place it on t he dat abus where it can be 
decrypted by the encryption/ decryption module 63. The additional 
corrponents also conprise a charge coupled device (CCD) can^ra 66 having 
an auto -focus mecnani sm whi ch is operable to capture, in digital forn^ 
an 1 rmge of t he user . . . 

...it onto the dat abus 60. If desired, the auto- focus mechani sm can be 
overridden by sending a signal to the focal length control unit 68 
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. . . SPECI Fl CATI CN uni t 245 of the key managerrent center registers the 
distribution public key for the certain DVD player 220 with the 
distribution public key database 247 (step S48) . 

The IC card recording unit 214 of the device maker receives from the 
transnission unit 244 the encrypted secret key for the certain DVD 
player 220 on which a digital signature is placed, records the encrypted 
secret key onto an IC card 230, and ships t he I C card 230 together 
with the certain DVD player 220 (step S49) . 

FIG 8 is a flowchart showing the procedure of producing a DVD disc 

be descr 1 bed wi t h 

. . . CLAI IVB seer et key by r epi aci ng the I C car d havi ng been used so f ar wi t h 
t he new I C card. 
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. . . SPEQ Fl CATI CN and t he vi brat or 214 are bot h si I ent , t hey are 
part 1 cul ar I y ef f ect 1 ve f or use 1 nsi de a t rai n or 1 n a dar k pi ace. 

Various cohIdI nat 1 ons of the above notification means ( 1 ) ( equi val ent to 

... not 1 f y a cause of a pr obi em t o the user 1 n a manner si ni I ar t o t he 
player 140, when recording nusi c data \«hi ch has been do\Mil oaded by a 
personal conputer via the Internet, onto the n^mory card 120. 

Here, if the recorder 100 does not have the notification means 
( 1) ( equi val ent to) (5) I i ke t he player 140, the recorder 100 can pass a 
probi em report to the personal corrput er so that... 

. . . CLAI IVB 1 nf or mat 1 on has been encrypted in such a manner that the 

encrypted managerrsnt Inforrration can be decrypted based on a 
devi ce I D uni quel y gi ven to t he di gi t al dat a i nt el I 1 gent rrerror y 
devi ce , 

wherein the digital data utilizing device further conprises 
devi ce I D acqui r 1 ng rreans f or acqui r i ng t he devi ce I D f r om t he di gi t al 
data intelligent rremDry device connected with the digital data 
ut 1 I 1 zi ng devi ce , 

wherein the management information decrypting nsans decrypts 
the encrypted management information received by the receiving n^ans, 
based on the device ID acqui red by the device ID acqui ring n^ans, 
and 

wherein the reason det erni ni ng means det erni nes. .. whet her there is 
a right to duplicate the digital content. 



wherein the utilizing n^ans further i nci udes 
at 1 on t ype j udgi ng means f o ' ' ' 
dupl 1 cat 1 on of t he di gi t al . . 



operation type judging means for judging whether the user instructs the 
• I on of 
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card ) to the car 120. Ji m moves the discrete version of the song Y 
f r om t he car 1 20 t o por t abi e st or age 1 30 ( 1 ndi cat ed by the " Y " I abel 
removed from the car 120 and added t o t he portable storage 130) and 
connects the portable storage 130 to a portable nusi c player 135. 
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of a hub network, but . . . 

a ai m 

cl 1 ent t 0 sal d server ; 
wherein said conpl 1 ance information indicates that said client is a 
conpl 1 ant 
devi ce , and 

a conpl 1 ant device will not decrypt locked content data without a 
license that is bound to a hub network of which the conpl 1 ant device is a 
merrber . 

44 The method of cl ai m 39, further conprising: 

sending authorization Inforrratlon from said client to said server; 
wherein said authorization information indicates said client is in... 
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currently pr edoni nant I y acconpl 1 shed manually by connecting an upload 
device (a portable data loader) to an aircraft , or using a permanently 
installed data loader and inserting the appropriate upload media, such 
as one or more floppy disks , into the data loader . Upon conpl et 1 on 
of t he t r ansf er f r om t he n^di a t o t he 1 nt ended avi oni cs unit, t he 
software. . . 

Q ai m 

t he checksum is val 1 d: 
saving a buffer containing the received packets to atenporary file; 
decrypting the tenporary file; 
deconpressi ng the tenporary file; 
savi ng t he file t o a st or age devi ce ; and 
sending an acknowledgment to the remotely located conputer. 

98 The n^t hod of cl ai m 97. . . 
... not val 1 d: 

sending a negative acknowledgment to the remotely located conputer. 

99 A met hod of t r ansrii 1 1 1 ng a f i I e t o an ai r cr af t , conpr 1 si ng: 
creating a socket upon receiving a request f or a file ; 

receiving a connection nsssage from a network; 
det er ni ni ng whet her t her e 1 s a f 1 I e aval I abi e f or upl oadi ng 
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digital content through their PCs 
they mist be able to copy that content on a CD -I ike device 
whi ch enabi es t hem to pi ay the cont ent on t hei r hon^ CD - 1 1 ke 
pi ayer or a pi ayer 1 n a car . 



G ai m 

secure repository further corrprises the 
step of retrieving said digital secure repository froma 
storage device also keeping said digital content. 

23 The n^t hod for rendering digital content on a rendering 
devi ce accor di ng to cl ai m 1 8, vher el n- 1 he st ep of 
decrypting said digital content further conprises the 

step of retrieving said digital content froma storage 
devI ce . 

24 The method for rendering digital content on a rendering. 
devI ce accor di ng to cl ai m 1 8, \Mier el n the st ep of 
decrypting said digital content further conprises the 

step of retrieving said digital content from over a 
cormuni cat i on link as do\Mil oaded or streaning data . 

25 A corrput er pr ogr am pr oduct stored on a conputer usable 
rTEdi urn corrprising conputer readable program.. 
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earphones), and a server access el en^nt (\Miich may be approximately 
the size of a credit card ). Such a device may be used as a hand held 
portable nusi c player , as \wel I as a car radio or hon^ syst eni and 
may include larger speakers for use as an audio system.. 

a ai m 

61, said n^ans for preventing sound files from being copied or 
transferred conprising encoding said device with scranisling/ 
unscranbl i ng wave capabi I i 1 1 es, sal d scr antl 1 ng/ unscranbling wave 
capabi I 1 1 1 es bei ng uni que to sal d devi ce , such t hat when a sound file 
is delivered to said device, a unique scrantling wave is encoded in said 
file, and when sal d file is pi ayed back, a cor r espondi ng uni que 
unscrani3l 1 ng wave is sent , such t hat t he file can be played back 
wi t h cl ar 1 1 y. 

63 The n^t hod of CI ai m 50, further conprising n^ans. . . of encoding the 
file wi t h a scr anb\ 1 ng wave, sal d scr anbl 1 ng wave bei ng uni que to sal d 
devi ce , encodi ng t he file wi t h sal d scr aniDi 1 ng wave once the file is 
received by said device ; and playing the file on said device while 
sending an unscrarrbi 1 ng wave to counter said scranisling wave, such that 
the file can be played with clarity. 105. The method of Claim 104 
wherein said device is a t el ephone, and wherein said scrantling and 
unscrarrbi i ng waves are functions of the telephone nunlser. 106. The 
n^t hod of a ai m 104 wherei n t he file 1 s t ransni 1 1 ed to a user of sai d 
devi 08 f or a f ee. 107. A rret hod of col I ect 1 ng 1 nf or mat 1 on r egardi ng t he 
public performance of copyrighted media content 
corrpr i si ng: 

providing a device capable of receiving and playing back a msdi a 
file cont ai ni ng sai d 
copyrighted media content ; 

pr ovi di ng a t r acki ng f eat ur e on sai d devi ce f or t r acki ng i nf or n^t i on 
relating to the nunlser of 
t i rTES. . . 
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re- St art, the integrated access device 15 is directed to load 
necessary settings and to auto -configure ...card 33 and activates the 
integrated access device 15 after inserting the subscriber data storage 
card 33 into the data storage card reader 31 or into the PC dat a 
storage card reader 19, in step 113. Upon booting the conput er 13, 
the subscriber data storage card 33 supplies the ATM PVC set 1 1 ngs and 
the other parameters needed to establish connection between... 



9 The method of cl ai m 8 further conprising the step of installing a 
private encryption/ decryption key 1 n t he network access device (1 
5) . The rTEt hod of cl ai m 1 wher el n sal d st ep of st or 1 ng conf 1 gur at 1 on 
settings Is perforn^d by a n^ntjer of the group consisting of a network 
operator (41) and an appiication service provider (51). IL The n^t hod 
of cl ai m 1 further conpr 1 si ng t he st ep of providing said data storage 
card (3 3) to a subscriber of the network application service provider (5 
1 . . . di agnost 1 c 

routine. . The syst em of cl ai m 1 6 f ur t her conpr 1 si ng sof t war e t hat 
installs a private encryption/ decryption key 1 n t he network access 
devi ce (15). 

22 The syst em of cl ai m 15 wher el n sal d conf 1 gur at 1 on set 1 1 ngs conpr 1 se 
voice and appiication service provider network (53). 

24 The syst em of cl ai m 23 further conprising a subscriber managenent 
syst em ( 27. .. syst em of cl ai m 28 further conprising software that controls 



installation of a private encryption/ decryption key in said network 
access devi ce ( 15) . 

33 The syst em of cl ai m 27 further conprising an access mil 1 1 pi exer (21) 
for connecting said network access device (15) to an appiication 
service provider network (53). 

34 The syst em of cl ai m 33 wher el n sal d access nul 1 1 pi exer ( 21 ) conpr 1 ses 
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relatively stress- free and timely manner, as conpared to the stress 
experienced by the live player at a table in the casino. As noted 
earlier, casinos train and expect the card dealer to deal about 50 
gan^s per hour in a procedurally correct manner, otherwise t he. . . e) motel 
(lobby, rooms), and (4) GCB aut hor 1 zed route operator sites (e. a. , 
diners, restaurants, truck stops). 

Content presentation may also have t o be 1 n a physical location wherein 
gani ng is legally sanctioned, particularly if credit cards are used for 
wager 1 ng pur poses by t he pl ayer . Not e t hat GCB t ypi cal I y I 1 ni t s cr edi t 
card losses on a per day basis, to deter pr obi em ganbl 1 ng. 



Additionally, the present invention discloses. 
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store a nunlDer of SPTs 1 1 6 \«hi cfi can be directiy downi oaded into 
portabie player 150, obviating removable digitai storage n^di a sucli 
as storage n^di urn 202. l-bwever, it is desirabie to pen- nit pi aybacl< of... 

...as high-quaiity corrponent pi ayers of liorrE stereo systems and 
dash- HDunt ed pi ayers instalied in cars and other vehicles . 
Accordingiy, rerrovabi e storage nedi a such as storage n^di um 202 is 
preferred to storage directiy within portabie pi ayer 150. Externai 
pi ayers are pi aybacl< devices which can operate while detached from 
conput er syst em i ... as t hose used i n conj unct i on wi t h cur r ent I y avai I abi e 
digitai sateiiite system(DSS) receivers. Such snart cards can be 
inserted into a reader coupi ed to 1/0 port 140 (Figure 1) to carry out 
registration and l<ey exchange... 

. . . syst em conponent externai pi ayer for pi aybacl< of SPTs II 6. Dashmounted 
ext er nai pi ayer s i n a car can i nci ude CLP 51 2A ( Fi gur e 5) , cer t i f i cat e 
508A, l<ey pai r 51 and l<eys 504A. . . 

Q ai m 

the l<ey identification data corresponds t o t he l<ey data 
received from the second data access device ; 
retrieving encrypted subject data from the storage rredi urn and 
decrypting the encrypted subject data using the key data received from 
the second data access device as an encryption key to form the subject 
dat a. 

22 The n^t hod of CI ai m 21 wher ei n the st or age n^di urn i s a r emovabi e 
. The method of Q ai m 21 wherein decrypting cortprises: 
retrieving an encrypted master l<ey from the storage n^di uni 
decrypting the encrypted master l<ey using the data secretly held by the 
selected data access device as an encryption l<ey to forma master l<ey; 
and 

decrypting the encrypted subject data using the master l<ey to fonn the 
subj ect dat a. 

24 The. . . 

...a second data access device conprises: 

sending a request n^ssage to the second data access device requesting 
l<ey 

data from the second data access device ; 

receiving a reply rressage from the second data access device which 

includes encrypted key data; 

decrypting the encrypted key data to form the key data. 

25 The rTEt hod of Q ai m 24 wherein receiving key data uniquely 
corresponding to a second data access device further conprises: 

sending an exchange rressage t o t he second data access device where the 
exchange riEssage includes encrypted... 

. . . Q ai m 24 wher ei n t he r equest n^ssage conveys a pubi i c key of t he 
selected data access device t o t he second data access device . 

32 The HBt hod of CI ai m 31 wherein decrypting the encrypted key data 
corrpr i ses: 

decrypting the encrypted key data using the private key of the selected 
data access device to form the key data. 

33 The HBt hod of Q ai m 21 wherein receiving key data uniquely 
corresponding to a second data access device conprises: 
receiving a request n^ssage from the second data access device 

r equest i ng 

key data from the selected data access device; 
sending a reply rressage to the second data access device which includes 



encrypted key data; 
r ecei vi ng 
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is available fromMcrosoft Corporation of Redmond, Washington. Each 
rendering system 312 Includes a smart card reader that allows 
cormrunl cat I on between the rendering system and a smart card so that 
encrypted n^dl a content received from server 314 can be decrypted and 
rendered. /\ddl 1 1 onal I y, server 314 Includes a smart car reader that 
allows server 314 to encrypt received n^dl a content. 

Alternatively, n^dl a content may be... 

CI al m 

the decoder, based on the household 
I dent i f i er ; 

transferring the encrypted decoded content to a rendering device ; 
decrypting the encrypted decoded content at the rendering device ; and 
rendering the decoded content at the rendering device. 

22 A rrei hod as r eel t ed In cl al m 12, wher el n t he encr ypt I ng conpr I ses 
encrypting the received media content at a conput I ng device, and 

f urt her 

corrprlslng transferring the received rredi a content to another 
corrput I ng devi ce. 

23 Cne or rrore corrput er - r eadabi e n^morles containing a conput er 
program. .as recited In cl al m 37, further conprising an additional 

rrodui e, conmini cat I vel y coupled to the encryption corrponent , to receive 
the encrypted media content, decrypt the encrypted nsdl a content. 



process the decrypted media content, and encrypt the processed nBdi a 
content based on t ne key maintained on the smart card. 

40 A syst em as r eci t ed in ci ai m 37, f ur t her conpr i si ng a decodi ng 
module , conmini cat i vel y coupi ed to the delayed viewing module , to 

r ecei ve t he 

encrypted n^di a content, decrypt the encrypted media content, decode the 
decrypted n^di a content, and transnit the decoded media content to a 
r ender i ng rrodul e . 

41 A syst em as r eci t ed in ci ai m 37, f ur t her conpr i si ng a smart card 
controiier module Storage Device CVer Network To To D 

Anot her Devi ce 
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wi I I be appreciated that the removable memory card need not be 
connected to a said player device vJnen encrypted data is being 
30 transferred thereto, and that the card will generally be 
capable of interfacing with any of a nunter of data player 
devices, for exanpl e a set of player devices owned by one 
user, such as a portable audio player device, a hon^ stereo 
syst eni and a car audio system The user will also own a 
35 copyi ng syst em i n the f or m of . . . st eps car r i ed out dur 1 ng oper at 1 on of 
the apparatus of Fig. 1, where a removable nBmory card 3 is 
used. In Step 11 a user registers one or more different player 
5devi ces 2 (e.g. a portable player , car player unit and a hon^ 
stereo unit incorporating solid state nsmory) with the n^mory 
card 3, by uploading a respective registration code 20 stored 
in each player device 2 (stored in substantially tanper- proof 
rrBmory 1 n t he player devices 2), into the memory card 3. In 
10 Step 2, the registration code(s) are uploaded from the card 3 
into a n^mory of the copying unit I (e.g. dubbing station or 
vendi ng. . . been downl oaded, . 

15 1 n conpressed forni from the Internet. Alternatively, it Although only 

one memory card 3 and one player device 2 are 

shown 1 n t he drawings, it will be appreciated that many 

different n^mory cards 3 could be used, each 1 n t he same 

manner as the above- descr 1 bed card 3. Also, the syst em is 

generally intended for use with two or more player devices 2 

30 e.g. portable player , hon^ stereo unit, car stereo unit etc., 

each having its own different registration code. 

The pi ayer ( s) 2 and. . . 

...in or der to al I ow new dat a to be 

stored (and new pi ayer s registered with the card (s)). Also, a 
facility rmy be provided to enable the user to rearrange the 
order of stored player registration keys. 

Furthermore, the registration keys may include code which 
51 dent 1 f 1 es a pi ayer as a cer t ai n t ype of pi ayer e. g. por t abi e 
player, car player, and the syst em may be configured so as not 
to al I ow rror e t han one. . . 

a ai m 

3) associated wi t h at least one said player device, together 
with the plurality of encrypted decryption keys; 
usi n^ the private key provided in said at least one player 

device to decrypt the respective encrypted decryption key, and 
30 using the decrypted decryption key to decrypt the encrypted 

data transferred to said second data storage n^ans; 
and pr event i ng new r egi st r at i on codes f r om bei ng st or ed in t he 
n^mDry nBans (28. ..to at least one said second data storage nBans (3), 
together with each said encrypted decryption key; 
30 decryption n^ans (36, 94) provided in each said player device 
(2) for decrypting the encrypted data transferred to said 
second data storage nBans, and including decryption nBans (94) 
for decrypting a said encrypted decryption key corresponding 
to the said player device , using the respective private key 



35 (42) f or the said player device; 
digital to. ..second rrennry rreans 

(28) is provided with identifier n^ans for identifying the 
said corresponding encrypted decryption key for the said data 
player device , from all of the encrypted decryption keys 
transferred to the second data storage means (3) . 
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of analog audio signals, nor al I ow t he use of existing audio playback 
equipment (e.g., car stereos) for digital information, as does the 
Audio Cassette Enulator described herein]. 

One possi bl e t echni que. . . 

...is to load the nusi c fromthe Internet through a conput er into a n^mDry 
chip card , such as Toshiba's Smartl\^dia or SanO sk' s IVUI t i IVfedi a Card , 
\A/hi ch could later be played through an existing tape cassette player 
using the Audio Cassette Enulator. There are a variety of other n^ans 
to load the rrusi c froma conput er ... exanpl e encoding or encryption. In 
the exerrplary errbodi n^nt the results are written to the n^nnry card 
through the merrory card reader /writer 182. 

especially for exanpl e position - could 
.necessarily fixed) location on the n^mory card. 



REVERSE qserat i on 

SorTB equi prTBnt , especially for exanpl e in automobiles where there is no 
RECOFD f eat ur e, support the REVERSE oper at i on. This al I o\ws the "other 
si de. . . 1 . 

As shown i n Fl CURE 9, af t er ut i I i zi ng devi ce 1 00 wi t h, f or exanpl e, an 
autorTDbile cassette player , a user may transport the device to a PC 
located at work or hon^, insert... 

a ai m 

the beginning of the performance presented to the user. 

1 8 A n^t hod accor di ng t o cl ai m 1 0, wher el n sal d audi o n^ssage 1 s 
generated by the device. 

1 9 A n^t hod accor di ng to... 

. . . conver t i ng di gi t ai i nf or mat 1 on to 

magnetic signals which are presented to said tape player; and 
a processor , said processor being operable to access said encrypted 
digital information for decrypting said digital information and for 
controlling the transnission of decrypted audio information to said 
1 nt erf ace. 

24 An interface device according to cl ai m 23, further including an 
insertion port for removably receiving said storage devi ce. . . rrerror y to 
t he devi ce. 

38 A n^t hod accor di ng to cl ai m 33, wher el n the st ep of deer y pt i ng the 
audio information includes the step of decrypting the audio infornntion 
using a device private key. 

39 A n^t hod according to cl ai m 33, wherein the received encrypted 
Inforrmtlon is digitally signed and further including the step of 

verifying the signed material using a... 

...in sal d devi ce; 

accessing by a processor entodi ed in said device said encrypted digital 
1 nf or mat 1 on; 

decrypting by said processor said encrypted digital I nf or nation ; 
controlling the transmssion of decrypted audio Inforrratlon to an 
interface; and converting digital information to magnetic signals which 
are presented to said... 

...operation on said audio cassette player. 

46 A met hod according to cl ai m 44, wherein said processor is operable 
to 

per for ma decryption operation by accessing a secret private key 
corresponding to a device public key. 

47 I n an interface device for transferring digital data to equipment 
desi gned t o process magnet i c st or age medi a si gnal s and havi ng a pi ur a! i t y 
of user 
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take advantage of inproven^nts in techniques for processing such 
digital data. For 2o exanpl e, a DVD player that supports AC- 3 
decoding may not also support DTS decoding or an 1 nproved AC.. 

...It may be theoretically possible to upgrade such home ent ert ai nn^nt 
devices by having the o\Mier ship the device to an upgrade facility of 
the conpany. Such upgrading, ho\wever, may be cost... 

a ai m 

the other device receives the source data from an external source, and 
wherein the other device forwards the source data along with the 
instructions stored in n^mory t o t he device . 

12 The device of cl ai m I wherein the instructions are for decrypting 
t he source dat a. 

1 3 A conput er - r eadabi e n^di urn cont ai ni ng a dat a st r uct ur e t hat 
1 ncl udes: 

source. . . 

...instructions for perforning processing on the source 
dat a 

SUBSTI TUTE SHEET ( RULE 26) 

whereby the source data and conput er instructions are 

7 transrritted as a uni t to the extensible device and wherein the 

extensible device can execute the... 

. . . di sk. 

1 7 The conput er - r eadabi e rredi urn of cl ai m 1 0 wher el n the 

corrput er instructions control the decrypting of the source data. 

1 8 The conput er - r eadabi e nsdi urn of cl ai m 1 0 wher el n the 
extensible device that that reads the data structure does not output 
the conput er instructions. 

19 A riEt hod 1 n a devi ce f or t ransrri 1 1 i ng source dat a, conpr i si ng: 
receiving the source data at the device froma source external to 

t he devi ce; 

r et r 1 evi ng 1 nst r uct 1 ons f r om memor y of the devi ce, t he 
instructions for processing the source data ; and 
t ransrri 1 1 i ng the retrieved instructions and the received source 
dat a to an ext ensi bl e devi ce so t hat t he. . . 

. . . SUBSTI TUTE SHEET ( RULE 26) 

20 The riEt hod of cl ai m 1 9 wher el n the 1 nst r uct i ons ar e for 
decrypting the received source data. 



21 The iTBt hod of claim 19 including receiving instructions at the 
device from the source external to the device and transnitting the 

received instructions and the received source data rather than 
transnitting the instructions retrieved fromn^mDry. 

22 A conput er - r eadabi e n^di um cont ai ni ng conput er 1 nst r uct i ons 
for controlling an extensible device to process source data , by: 

receiving source data along with instructions for processing the 
source data at the extensible device; 
St or 1 ng t he r ecei ved 
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conventional radio or television receiver. 

Another errbodi ment may enconpass all of the elements of the receiver 
except the control and audio elements in a device stored 1 n t he trunk of 
an automobiie sinilar to CD nusi c systems, wi t h an output ni ni radio 
transrritter tuned to an unused FM or /\M radio channel. This radio 
transrritter output would be coupled to the standard aut omobi i e radio 
antenna for out put 1 1 ng of the audio signal t o t he user. 

Anot her enlDodi ment of t he. . . 

G ai m 

decrypt or ; 

5 a rTErrory having an input port connected to the output termnal of the 
decrypt or , 

and having an output port; 

a decorrpr essi on circuit having an input t erni nal connected to the 

output port of 

the merrory and having an... 

...connected to the output t erni nal of the deconpr essi on circuit, and 
having an output terrrinal for providing an analog signal . 

35 The receiver of Q ai m 34, further conprising: 

a vol ce synt hesi zer circuit havi ng an i nput t erni nal connect ed t o. . . 
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are selected from the group consisting of: 
M a vi deo t ape and a vl deo t ape pi ayer ; 
( i i ) a corrpact di sc and a conpact di sc pi ayer ; 
(iii) a conpact cassette and a conpact cassette player ; 
( i v) a digital audio tape and a digital audio tape player ; 
(v) a corrputer nEmory and a conput er device; and 
(vl) a transnitted signal and t r ansni 1 1 ed. . . 

...configured to tr ansni t said signal about a 

structure selected from the group consisting of an aircraft , a railway 
carriage, a nul 1 1 - passenger motor vehicle, and a building. 

26 A syst em as. . . by 

which said switch selects said paths for a subsequent frame thereby 

enabling said receiver unit to receive the conbi ned transnitted 
si gnal 

for said one frame, decrypt sans to extract said coding sequence and 

using said coding sequence to connect said receiver unit to the 

corresponding cormuni cat i on paths for said subsequent frarre . 



..said first switching rrsans selects said paths for a subsequent frane 
thereby enabling said receiver device to receive the conbi ned 

t r ansni 1 1 ed 

signal for said one franB, decrypt sanB to extract said sequence, and 
using said sequence to operate ...by which said switch selects said 
pat hs f or 

a subsequent frarre thereby enabling said receiver unit to receive the 
corrbi ned transnitted signal for said one franB, decrypt sane to extract 
said coding sequence and using said coding sequence to connect said 
receiver unit to the corresponding comrruni cat i on paths for said 
subsequent f rarre . 

20 A syst em as cl ai ned in cl ai m 19, wherei n sal d subsequent f ranB 



